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Cyberstand.eu: The Essentials

e Objective: Engaging & supporting EU experts in The EU Cyber Resilience Act (CRA)

cybersecurity standardisation activities * “New EU cybersecurity rules ensure

. : safer hardware and software.”
*  Type: Coordination & Support Action 101158521

- Duration: June 2024 — May 2027 » One of the most significant pieces of

regulation to come from Europe in

*  Budget: €2,999,999.09 recent years.
* Call: Deployment actions in the area of cybersecurity « Companies large and small, whether
(DIGITAL-ECCC-2023-DEPLOY-CYBER-04) based in Europe or wanting to export

into Europe will have to comply.

* Impact will extend well-beyond

Cyberstand.eu Partners Europe’s borders.

2  Horizontal & vertical standards
l‘-!-glrlvs.tc-fg.!- ECOMMPIG ECS required and detailed in SRegq.
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» These standards will become an

DIGITAL SME m’\((%))\ @' CENELEC \?v?tshet?]tieal Ig,g\hway for compliance

Alliance


https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/calls-for-proposals?callIdentifier=DIGITAL-ECCC-2023-DEPLOY-CYBER-04
https://ec.europa.eu/info/funding-tenders/opportunities/portal/screen/opportunities/calls-for-proposals?callIdentifier=DIGITAL-ECCC-2023-DEPLOY-CYBER-04
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Cyberstand.eu in a Nutshell

Mission: Engaging And Supporting EU Experts In Cybersecurity Standardisation Activities

OBJECTIVES

1. Events and publications to
establish an inclusive community on

the CRA

£ .
{) €1,500 FUNDING FOR STANDARDS

L.

@ EU Experts funded to develop standards for
the CRA

@ Addressing ongoing CRA SReq needs

@ Facilitate new stakeholders to join work on
standards

.

% POLICY DIALOGUE

@ White papers on cybersecurity standards

@ National, EU and international best practices
and alignment

@ Prioritisation of CRA Work ltems

s

2. Support EU experts contributing to 3. Foster the development on
harmonised standards, in
conformity with the CRA

standardisation efforts, in EU an Int'|
cybersecurity standardisation fora.

SMEs & Start ups Eams oy Open Source
Contributors

< AN CYBERSTAND.eu

-ll:Il-
Engaging & supporting EU experts in Cybersecurity Standardisa
EC-funded
projects

SYNERGIES UNLOCKED

® Domain-specific collaborations with SDOs and NSBs
® Community-related synergies with NCCs

n activities

EC & Policy
makers

Standardisation
experts

@ Direct dialogue with SMEs and Start-ups
@® 30+ selected Use Cases

Co-funded by
the European Union

@ ECCCm

4. Contribute to
implementation of EU values
and sustainability of the CRA.

g '

aa CRA STANDARDISATION COMMUNITY

rrm
@ Open Source Contributors, SMEs,
Standards experts
@ Priority white papers and policy dialogue
@ Regular meetings and webinars on CRA

.

&% AWARENESS & TRAINING

@ Events and training for SMEs & 0S
community

@ Public consultations on compliance
challenges and strategies

@ Compliance best practices and success
stories
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Time __[Session __________________Speakes

9:40 - 10:00 A Vision for a Cyber-resilient single market Filipe Jones-Mourao, EC
10:00 - 10:20 Essential requirements of the CRA Angelo D’Amato, Vulnir
10:20 — 11:00 Pathways to compliance self-assessment Dean Zwarts, UL Solutions

Adela Prochazkova, Comap
11:00 - 11:30 Networking Break

11:30 — 13:00 Navigating CRA Compliance 9 EU-funded CRA projects
13:00 - 14:00 Lunch
14:00 — 15:30 Break out sessions Lucia Lanfri, CEN-CENELEC
* Product specific standards Kim Nordstrom, ETSI
 The CRA & challenges for SMEs James Philpot, DIGITAL SME Alliance

* Risk management & assessment
15:30 - 16:00 Networking Break
16:00 — 17:00 Break out chair reports and closure

17:00 - 18:00 Drinks and snacks at our networking cocktail
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Submitted Funded

Applications Contributions
From SSP1 to SSP7 For a total amount
(ongoing) of € 705,550

()

72% Male  Addressing Standardisation Requests
Q Gender 28% Female p— ‘ o4
.

Contributions
awarded to Small and
Medium Enterprises
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ENCOURAGED APPLICATIONS

Contributions on harmonised
standards to support
deliverables in CEN/CENELEC
N - ETSI Work Programme

- s T S

8"h 557
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Apply for Funding to
Develop Standards for -
the Cyber Resilience Act lgthJSuenp

[ S — |

- - - SAVE THE DATE! i
Applications for work on harmonised vertical standards

N Continuous Assessment of applications with immediate start

o—fund'd by
ropean Union
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Join at
slido.com

#8763 808
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Interact here and online

If you are online then use the Q&A box to ask your questions - We’'ll try to answer as
many questions as we can

Presentations will be published online throughout the day.
Follow us on social media!

Internet: Events
PW - autoworld

Stay all day if you can! LinkedIn BlueSky
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Thank-you

/ www.cyberstand.eu

Nicholas Ferguson, = g
Trust-IT Services & Coordinator, 2rst @ @ G
n.ferguson@trust-itservices.com \

[T~ ] co-funded by U ECCCm
“...* | the European Union U EUROPEAN CYBERSLCURTY

COMPETENCE CENTRE
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